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Introduction

Fortress SMS Centre is a Windows application that provides a convenient, user friendly interface for sending SMS messages from your PC. In addition to sending standard SMS messages it also allows the user to send encrypted SMS messages to mobile phones equipped with Fortress SMS. 

Fortress SMS centre is designed to be compatible with most commercial web based SMS services and has been tested with two reference services:

· Fast SMS from Netsecrets (the default). See www.fastsms.co.uk
· Business Text from O2. See www.2sms.com
Getting started

You must first obtain a user account with the desired SMS service.

Define Service

Select “Define Service” from the “Configure” menu.

To use Fast SMS all you need to do is press the “Set to Default” button. The settings will be set as shown:
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To use Business Text apply the following settings
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For this service the Server URL is www.2sms.com, the target page is /xml/xml.axp (note the use of the forward slashes) and the query string is an XML string:

<SMSRequest><Userid><![CDATA[{UIDVal}]]></Userid><Password>{PWVal}</Password><Requestlist><Request>sendMessage</Request><Message><Destination>{DAVal}</Destination><Text>{MBVal}</Text></Message></Requestlist></SMSRequest>

For this service the Use POST box must be ticked.

The query string uses variables to indicate where the software should insert the relevant data. These variable names are:

{UIDVal}
User ID

{PWVal}
Password

{DAVal}
Destination (phone number}

{MBVal}
Message Text

{SAVal}
Sender Address. Note that not all services support this field.

For other services enter the appropriate data (normally available from the service provider).

Configure User Details

To set up your user details select Configure User Details from the Configure menu.

Enter your User ID and Password (obtained from your SMS service provider) in the appropriate text boxes. For example:

[image: image3.png]UserlD  [{UIDVal}]

Password [ (PWVal) ]

Fiom Label [ {54Val}]

Automatic County Prefis Mode
If activated, numbers with leading zeros i nat n international format) wil have ther lacing

My

Laptor]

¥ Store Password

IV Single SMS Service (160 charsoter mas)

2210 eplaced with tis pref

Aotivate [V

County Prefs [eg 44 for UK) [44





· If you wish the service password to be stored tick the Store Password box otherwise you will be prompted when you send a message.

· If the service does NOT allow concatenated SMS messages (which is normally the case at time of writing) tick the Single SMS Service box and the software will notify you if you reach the maximum SMS size for either plain or encrypted SMS messages.

· Most SMS services require the full, international format, phone number. Tick the Activate box and select the appropriate country prefix if you wish Automatic Country Prefix Mode to be enabled. This mode will replace the leading zero of a number with the defined international prefix, e.g. 077…. will become 4477… if 44 is set as the country prefix. 

Sending a Message

Messages can be sent to an individual by either entering the number directly (“Manually”) in the “To” box, or by using a distribution list, accessed by pressing the To button and selecting the appropriate list or “$No List$” to select manual.

To manually send a plain text message enter the destination phone number in the “To” box and enter the message in the “Message” box and press the “Send” button:
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· The number of characters is shown in the box to the left of the “Message” box.

· When the message is sent the fact will be noted in the Session Log and the Event Log (accessed via the “Logging” menu). The result obtained from the server will also be displayed in both logs. For Fast SMS the result will be either OK for a successful send or an error message for a fail. Business Text returns an XML page which can be viewed in its entirety in the Event Log.

· If the “Store Sent Messages” box is ticked the sent messages will be stored. They can be accessed from the Message Log (accessed via the “Logging” menu). Encrypted messages are stored encrypted with the same password.

To manually send an encrypted message follow the same procedure as with a plain text message but also enter a password by pressing the “Encrypt” button and entering the password text in the “Password” box. This will cause the ‘E’ indicator to appear next to the To box. 

Note that all desired message fields should be completed prior to pressing the Send button.

Using Distribution Lists

Fortress SMS Centre provides an address book system based on the concept of the distribution list. Distribution lists can contain any number of entries from 0 to 1024.

To create a distribution list select “Create List” from the “Address Book” menu. You will see a screen such as the one below:
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Enter the name of the list in the “List Name” box and optionally select:

· “Encrypt Messages” if the list is for sending encrypted messages.

· “Encrypt List Data” if the list itself is to be encrypted for security.

If you choose to encrypt the list you will be prompted for a password which will need to be entered for all subsequent operations on the list such as adding an entry or using the list to send SMS messages. This is termed a secure list.

If you choose “Encrypt Messages”, all entries in the list will have a password associated with them which will be used to encrypt SMS messages sent to them using the list.

To add or modify a list entry select “Edit List” from the “Address Book” menu. This will bring up the following dialog box:
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Select “Add Entry” to add an entry to the list:
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Or select “View List” to view or modify the contents of a list or to change the password for a secure list.

Select “Delete List” to delete a list.

Note that operations on secure lists are logged.

Decoder Scratchpad

The Decoder Scratchpad is accessed from the “Tools” menu and is designed to be used for decoding Fortress SMS messages sent over systems such as SMS->Email gateways. 

To use the Decoder Scratchpad with an encrypted SMS, from a Fortress SMS enabled phone, that has been relayed as an Email. 

· Copy the email text containing the Fortress SMS text, at least from, and including, F-SMS to the end of the email. Paste it into the appropriate text box.

· Enter the password in the Password box.

· Press Decode.

· If successful the decoded text will be displayed in the bottom text box and OK will appear in the small box to its left. FAIL indicates that the digest check has failed and either the password is incorrect or the message has been damaged.

Features

· Operating System -Windows 95/98/me/2000/xp

· Configurable for use with third party SMS services. Reference services are Fast SMS and O2 Business Text.

· A user account with a compatible SMS service is required.

· Standard SMS format for plain text messages. 

· Fortress SMS compatible protocol for encrypted messages.

· Encrypted messages are encrypted on the PC and are encrypted all the way to the target phone where they remain encrypted until decoded by the use of the correct password.

· Supports encrypted distribution lists.

· Optional sent message storage.

· Encrypted messages stored encrypted.

· Advanced Encryption Standard compliant (in encrypted modes).

· Encryption Algorithm 128 bit Rijndael with a 128 bit block size.

· Hash Algorithm: MD5 
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